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Abstract
In recent years, regulators in both the U.S. and the European Union (EU) have been
increasingly aggressive in privacy enforcement within their respective jurisdictions. The
enforcement trend follows expanded privacy protections adopted by U.S. regulators (such as
the Federal Communications Commission’s recently announced “net neutrality” privacy
rules, as well as the extra-territorial reach of EU data protection authorities following the
invalidation of a trans-Atlantic accord that had governed cross-border privacy protections).
This governmental enforcement trend creates a template for class action litigants seeking
damages for those same privacy violations under private causes of action. In the U.S., wellestablished case law supports a defense to such class action exposure through the use of
binding arbitration agreements with class-action disclaimers (“cut-off clauses”). This
discussion examines this privacy litigation trend, the no-class action arbitration defense, and
the implications for cross-border privacy disputes involving parties in the U.S. and the EU.

I.

Introduction 3

In recent years, regulators in both the U.S. and the EU have been increasingly aggressive in
privacy enforcement within their respective jurisdictions. The enforcement trend follows
expanded privacy protections adopted by U.S. regulators (such as the Federal
Communications Commission’s (“FCC”) recently announced “net neutrality” privacy rules,
as well as the extra-territorial reach of EU data protection authorities as part of the Data
Protection Directive 95/46/EC. This reach has only increased in recent times, most notably
with the invalidation of a trans-Atlantic accord (the so-called “EU Safe Harbor”) that had
governed cross-border privacy protections). This governmental enforcement trend creates a
template for class action litigants seeking damages for those same privacy violations under
private causes of action. In the U.S., well-established case law supports a defense to such
class action exposure through the use of binding arbitration agreements with class-action
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waivers (a “cut-off” defense). This discussion examines this privacy litigation trend, the
arbitration cut-off defense, and their implications for cross-border privacy disputes involving
parties in the U.S. and the EU.
Noteworthy here is that while U.S. class action jurisprudence is still rapidly unfolding, the
trend appears to be one in favor of the defendants, whether through enforcement of the
arbitration cut-off defense or, as established under a recent U.S. Supreme Court decision,
Spokeo, Inc. v. Robins, through higher plaintiffs’ burdens to show injury.
The second part of our discussion addresses the potential class action relief in EU
jurisdictions, whether through judicial or arbitration remedies. The issue discussed here is
whether privacy and data breach violations involving cross-border transfers are actionable on
class-wide basis in EU jurisdictions.
Historically, the answer would be no. But while Europe does not have a US-style litigation
culture, there are nevertheless some initial signs that the EU may be moving in that general
direction.

II. U.S. Privacy Enforcement and Recent Class Action Litigation
A. Privacy Compliance in the U.S.
To repeat, privacy compliance in the U.S. has always been challenging as domestic privacy
laws are a patchwork of federal and state statutes and regulations (some varying by industry),
common law principles and :best practices.” 4 Over the last few years, under increasingly
aggressive privacy enforcement by federal and state regulators, the penalties for noncompliance have increased. So have the chances of being named as a defendant, as many
U.S. privacy laws are actionable under multiple, overlapping jurisdictions.
Thus, the FCC, 5 the Federal Trade Commission (“FTC”) 6 and various state attorney generals
have expanded their administrative authority with multi-agency enforcement actions for the
same offense. The recent Dish litigation illustrates such “piling on” by federal and state
agencies for privacy violations, 7 and a recent “Memorandum of Understanding” between the
FCC and FTC gives public notice of the agencies’ intention to “work together” in such
coordinated actions where the agencies exercise concurrent jurisdiction. 8 The trend is coupled
with expansive interpretation of statutory privacy protections under the Communications Act,
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the Federal Trade Commission Act, the Telephone Consumer Protection Act 9 and numerous
state privacy laws by the respective agencies charged with their enforcement.
From the defendants’ standpoint (for alleged privacy violations), all of this will likely get
much worse.
On June 13, 2016, the U.S. Circuit Court of Appeals for the District of Columbia released its
long-awaited decision on the FCC’s most recent adoption of Open Internet (a/k/a “net
neutrality”) rules, affirming them by a 2-1 vote. 10 While an appeal for review to the U.S.
Supreme Court is likely, the decision supports the FCC’s proposed adoption of expanded
privacy protections to include subscriber information delivered under both “traditional”
telephone and under modern broadband Internet connections. In recent years, the FCC had
already stepped up its privacy enforcement. 11 Now, supported by the affirmation of the Open
Internet Order, the agency’s newly proposed, expansive privacy protections will both broaden
the categories of protected information delivered over broadband connections and expand the
agency’s carrier privacy (so-called “CPNI”) regulations (applicable to “traditional”
telecommunications carriers) to broadband internet access providers – a much larger pool of
defendants. 12
Further, the FCC and FTC have formally announced cooperation in privacy enforcement, 13
even as the FTC has expanded its privacy enforcement actions to include companies’ liability
for failure to protect consumer data from cyber-attacks. 14 So too have state authorities under
their respective state data breach notification and other state privacy laws. 15
Finally, many U.S. privacy laws support a private cause of action, 16 thus adding to the
possibility that civil claims - including class actions - will follow the governmental ones.
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B. Nemesis Follows Hubris: Private Actions Often Follow Regulatory Enforcement
For those corporate defendants unfortunate enough to have been targets of governmental
privacy enforcement, their exposure to privacy actions – typically brought as class actions –
is all but inevitable. The governmental enforcement action, as it is now customarily
concluded with an admission of liability (not just a consent decree), creates a template for
private class actions, as the record creates admissions and other evidentiary support.
The pattern may be seen in recent, much publicized data breaches involving companies such
as AT&T, Sony, Home Depot, Target, and others. 17 Examples of such claims typically
include negligence claims for failure to maintain adequate security measures giving risk to
foreseeable risk of harm. 18 Such claims can also be brought as derivative shareholder actions,
especially where the defendant is a public company subject to the Securities & Exchange
Commission’s (“SEC”) reporting rules. The SEC has recently issued guidance requiring such
companies to disclose data breaches that may have a material impact. 19

C. Mandatory Arbitration and Class Action Cut-off Defenses
But there is some good news for defendants. In recent years, putative class action plaintiffs
have faced a defendant-friendly judicial trend supporting (with some exceptions) both the
enforcement of class-action cut-off defenses in consumer contracts and, more recently,
raising the bar for plaintiffs’ requirements for the showing of damages in such cases.
Typically, class action waivers include mandatory arbitration clauses that consumers must
agree to (often by “click wrap” to an online terms and conditions) as a condition of purchase.
For example, such mandatory online agreements are customarily found in telecoms or
Internet access agreements, where the terms and conditions are posted online. While some
states will permit challenges to the enforceability of such agreements under consumer
protection or unconscionability defenses, the U.S. Supreme Court, commencing with its
seminal decision, AT&T Mobility v. Concepcion, has broadly validated such arbitration
clauses with class action cut-offs, holding that the Federal Arbitration Act (FAA) 20 preempts
state consumer protection laws that disallow class action arbitration. 21 Another recent
Supreme Court decision, American Express v. Italian Colors, applied the Conception holding
to uphold a waiver of class arbitration of federal antitrust claims. 22 So did another U.S.
Supreme Court decision, DIRECTV v. Imburgia, following the Conception reasoning to
enforce a similar class-action waiver in an arbitration agreement, finding the lower courts’
interpretation of the waiver inconsistent with the Supreme Court’s rulings on arbitration and
class-action waivers. 23
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See generally, J. C. Herman, “Data Breach Liability on the Rise”, presented at Law Seminars International,
TECHNOLOGY AND CLOUD TRANSACTIONS, Conference, Atlanta, Georgia, April 27-28, 2015
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As further illustration of this class-action cut-off defense, in a recent case involving Cox
Communications, Inc. (“Cox”), four class action plaintiffs sued for false advertising and for
recovery of improper fees charged by Cox, ignoring the arbitration and class action cut-off
clause in Cox’s customer agreements. Cox removed the case to Federal Court, 24 which
granted Cox’ motion to compel arbitration or, in the alternative, to dismiss for failure to state
a claim.
In its Motion, Cox contended that each of the plaintiffs agreed to a binding and broad
mandatory arbitration clause that included a class-action cut-off among other waivers. 25
Citing Concepcion for the “liberal federal policy favoring arbitration agreement”, the Court
rejected Plaintiffs’ arguments that the arbitration clauses were unenforceable for reasons such
as lack of notice and consent, and unconscionability. Even under consumer-friendly
California law, the Court found that an arbitration clause within a contract may be binding on
a party even if the party never actually read the clause, that the arbitration clause in question
(with its opt-out provisions) was prominent and conspicuous, and that the plaintiffs had
sufficient notice and consented to the arbitration clause. 26

D. Still More Defendant-Friendly U.S. Supreme Court Precedent
There is still more defendant-friendly U.S. precedent.
On May 16, 2016, the U.S. Supreme Court issued an opinion in Spokeo, Inc. v. Robins 27. In
Spokeo, plaintiff alleged that Spokeo published inaccurate information about his background
and employment status in its online database, and that an unspecified individual accessed that
information. The plaintiff claimed that this disclosure caused lost employment opportunities
and filed a class-action lawsuit for a violation of the Fair Credit Reporting Act of 1970, 15
U.S.C.§1681 et seq..
The District Court dismissed the plaintiff’s complaint for lack of standing, but the Ninth
Circuit Court of Appeal reversed, finding that the plaintiff had adequately alleged injury in
fact, a requirement for standing under Article III of the U.S. Constitution. The U.S. Supreme
Court remanded, finding that the Ninth Circuit focused only on the “particular” harm suffered
by the plaintiff, and not the additional requirement that such harm be “concrete” as required
for standing. The Court noted that “intangible injuries can nevertheless be concrete,” but held
that the appellate court had failed to address whether “the particular procedural violations”
alleged by the plaintiff “entail a degree of risk sufficient to meet the concreteness
requirement.” Spokeo at 11.
Although the Court did not address the merits of the plaintiffs’ claim in Spokeo, the decision
strongly suggests that allegations of “harm” for standing purposes will be strictly construed in
the context of a breach (or other allegedly improper disclosure) of private information
contained in an online database. This precedent could arguably apply to other contexts where
harm from data breaches may be difficult to identify or establish. This could conceivably
24

Matti Yousif, et al. v. CoxCom, LLC, et al. (Case No. 3:15-cv-01499-JLS-MDD) (S.D. Cal. 2015).
Cox Motion, pp. 6-10.
26
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App. LEXIS 15362 (3rd Cir. Aug. 11, 2014) (“Griswold”) (holding that a non-signatory party to a purchase
agreement was not bound by the agreement's arbitration clause). An analysis of the contract formation issues
distinguishing Griswold from the Concepcion line of cases is beyond the scope of this discussion.
27
Spokeo, Inc. v. Robins, No. 13-1339 (U.S. May 16, 2016) (“Spokeo”).
25
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apply to both private litigation and government actions (such as by the FCC and the FTC)
against corporate defendants that fail to protect online personal information, for example, as a
result of a cyber-security breach.

III. The Trend “Across the Pond”
A. EU Privacy Enforcement and Class Actions - New Exposures
Recent developments continue to shed light on the rapidly changing privacy landscape
evolving in Europe, which have a significant impact on international data transfers as well as
the risks for companies engaging in such transfers. In the case Maximillian Schrems v Data
Protection Commissioner 28 the Court of Justice of the European Union (CJEU) took a bold
step forward, invalidating a 15-year-old agreement between the EU and US while granting
increased powers to EU Data Protection Authorities (DPAs). Since it’s inception, Safe
Harbor was widely viewed by privacy professionals as a band-aid of sorts: a necessary
compromise to accommodate the greater goal of international commerce.
Nevertheless, its invalidation came as a surprise to even the most veteran privacy specialists,
as well as sent a shock-wave across international firms’ legal departments. While offering a
brief transition period for companies to get their house in order, DPAs were nevertheless
explicit in their desire to enforce the court’s decision. And such enforcement came in June
when the Hamburg Data Protection Commissioner levied modest fines against Adobe
Systems, the fruit juice maker Punica (subsidiary of PepsiCo) and Unilever (totaling some
28,000 euros) for continuing to rely on the defunct Safe Harbor agreement. The German DPA
made clear that stricter fines for other non-compliant companies would be coming.
Given saber-rattling from regulators, EU and US officials were under considerable pressure
to devise a bigger band-aid. The “Privacy Shield” was officially adopted by Adequacy
Decision of the EU Commission on 12 July and will allow US companies to formally adhere
to the protocol beginning August. 29 The path to adoption was a bumpy one, however, and
doubts linger as to how effective Privacy Shield will be in resisting legal challenges, most
likely to come from the CJEU.
The Article 29 Working Party (WP29), led by its chairwoman Mrs. Falque-Pierrotin, was
particularly critical prior to its formal adoption in regards to the inherent weaknesses in the
agreement. And to make matters worse for supporters of the Privacy Shield, Giovanni
Buttarelli, European Data Protection Supervisor (essentially the watchdog for EU
institutions’ privacy compliance with a broader advisory role), took further aim at the
agreement prior to approval calling it “not robust enough” as part of a white paper issued in
May. 30 Such opposition provides ready fodder to DPAs (notably those in Germany) to use
their reinforced post Safe-Harbor powers and also creates uncertainty if the agreement will
survive its one-year renewal in 2017.

28

(CJEU C-362/14).
C(2016) 4176 Commission Implementing Decision of 12.7.2016 pursuant to Directive 95/46/EC of the
European Parliament and of the Council on the adequacy of the protection provided by the EU-U.S. Privacy
Shield.
30
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calling for the Privacy Shield agreement to be renegotiated.
29
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In the wake of these political and transatlantic developments, the adoption of the General
Data Protection Directive (GDPR) – some two years in the making – almost went unnoticed.
The GDPR is by far the bigger story since it replaces Data Protection Directive 95/46/EC,
essentially providing a complete legal overhaul while retaining essential time-tested
provisions. It also signals a new era of both harmonization in EU privacy law (with the
exception of specific areas like health data, where EU member states can adopt stricter
standards) as well as enforceability given the strict sanctions regime (fines of up to 4% of
global turnover or 20 million euros possible for certain offenses).
Recent fines by DPAs continue to be modest, with companies like Google and Facebook
being favorite targets of the regulators. More troublesome for large international companies is
the bad press, which can take a toll on their image and potentially erode their customer base.
DPAs are indeed pleased that the GDPR will give them a bigger bite. And in the case of
France, the ability of the CNIL to issue GDPR-like sanctions may come well in advance of
the GDPR’s official two-year transition period thanks to the recent “For a Digital Republic”
bill, which aims, among other things, to modify Article 47 (administrative sanctions) of the
French Data Protection Act.
Companies are thus faced with a new and complex legal and compliance landscape that will
require greater risk analysis to ensure that privacy practices are compliant with the GDPR.
This equates to revisiting information technology protocols on security, staffing up legal and
compliance departments with qualified Data Protection Officers (soon to be required under
the GDPR in some circumstances), adopting processes like Privacy by Design and Privacy
Impact Assessments. The list is a long one but the guiding principle should be that regulators
expect companies – either as data controllers or processors – to be held fully accountable for
their privacy practices. Accountability is the new norm.

B. Privacy Torts and Class Actions – On the horizon?
This changing judicial and legislative landscape in the EU is compounded by other recent
case law developments, which are slowly making privacy violations easier to qualify as
genuine torts (even in the absence of pecuniary damage). In addition, privacy violations are
also inching into the realm of class actions. While there is still a long way to go – and in no
way is Europe near the threshold of a US-style litigation culture – there are nevertheless some
initial signs that the EU may be moving in that general direction.
First, as a starting point it should be noted that EU courts have been reluctant to award
damages for privacy violations – as it is often difficult to prove a monetary harm – and that
class actions are all but of unheard of. However, the 2015 case of Google v. Vidal-Hall
decided by the English Court of Appeal 31 may prove a significant turning point. It deviated
from previous decisions, most notably that of Johnson v MDU, 32 by broadening the scope of
privacy damages beyond having to prove uniquely pecuniary loss (Section 13(2) of the Data
Protection Act of 1998). The court held, “[s]ince what the [Data Protection] Directive
purports to protect is privacy rather than economic rights, it would be strange if the Directive
could not compensate those individuals whose data privacy had been invaded by a data
controller so as to cause them emotional distress (but not pecuniary damage).”

31
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Google v Vidal-Hall [2015] EWCA Civ 311 - A2/2014/0403.
EWCA Civ 262; (2007) 96 BMLR 99.
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Secondly, class actions are starting to enter the vocabulary of EU legal professionals and the
public alike. Class actions were formally introduced into French law, for example, in 2014
(law “Hamon” of 17 March 2014 – now part of the French Consumer Code – and later
modified to include the health sector and discrimination) with the specificity of allowing
consumers to launch collective action provided, among other things, the action is spearheaded
by a government approved consumer-interest group (association) and involves a consumeror competition-related material prejudice. In practice such class actions have been slow to
gain traction with roughly a half-dozen filed to date. And class actions for privacy breaches
are not (yet) on the radar (at least not in France).
Mr. Schrems seems determined to continue setting trends, having launched a class action
against Facebook in 2014, filed in an Austrian court against the firm’s European HQ
subsidiary based in Ireland. The case regrouped some 40 thousand users of the social network
seeking a modest sum each in damages for Facebook’s failure to comply with EU data
protection laws, including the illegal tracking of their data as part of the US mass surveillance
program. While Austria is reputed as class-action friendly, the case was struck down as a
class action, leaving uncertainty as to how and when class actions for privacy violations will
enter the vocabulary of EU legal specialists. Given the GDPR and political turbulence caused
by Safe Harbor and Privacy Shield, the more pressing issue appears to be the risk of sanctions
for privacy violations – especially cross-border data transfers – imposed by EU privacy
regulators.
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